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Problems Addressed by Encryption

- Suppose a sender wants to send a message to a recipient. An
attacker may attempt to
- Block the message
- Intercept the message
- Modify the message
- Fabricate an authentic-looking alternate message



Encryption Terminology

- Sender

- Recipient

- Transmission medium

- Interceptor/intruder

- Encrypt, encode, or encipher
- Decrypt, decode, or decipher
- Cryptosystem

- Plaintext

- Ciphertext

YPES COFF

QUANTUM-
BREAKABLE

RSA
encryption

A message Is encrypied usln?‘ethe intended
recipient’s public key, which the recipient
then decrypts with a private key. The diffi-
culty of computing the private key from the
public key is ted to the hard of
prime factorization.

Diffie-Hellma
@gé key 2xc|’elc:|ng_:;en

Two parties jointly establish a shared secrat
key over an insecure channel that they can
then use for encrypted communication. The
socung of the secrot key relies on the hard-
ness of the discrete logarithm problem.

Elliptic curve
cryptography

Mathematical properties of slliptic curves
are used 'o#?enerole public and private
keys. The difficully of recovering the private
kay from the public key is related to tha
hardness of 'Ee elliptic-curve discrete
logarithm problem

CRYPTOGCRARSY

Lattice-based
cryptography

is related 1o the difficulry of findin,
'hS:wmy nearast point in a lattice wi.ﬁ? hundvedsg
of spatial di ions (where the lattice
point is associated with the private key),
given an arbifrary location in space
[associated with the public key).

Bl Code-based
NN cryptography

The private key is associated with an
erorcorrecting code and the public key
with a led and erroneous version of
the code. Security is based on the hard-

ness of decoding o general near code,

Multivariate
cryptography

Thase schemes rely on the hardness of
solving systems of multivariate polynomial
equations.
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A history of encryption

@ Traonsposition Ciphers

SO0BC -« Rearrangement of position of letters
within text — Spartan use of the Skytate

S0BC - Shm«.’ tetters by a fixed number in
the alphabet

BOO's - Analysis of the ('requency of letters in
r text, credited to Arab philazopher
Al-Kincd:

® Polyaclphabetic Ciphar
1460 - Use of muitiple alphabet substitutions
per letter im a text, ceedited to iastian scholar
Leon Albert)

@ Jefferson Wheel

1780s - A potyalphabetic cipher using 26
oylinders with alphabets on a spindle. created
by Thomas Jefferson

i Machine
OO0 A Enw ¥ _
(aY=10] 1920's - Very sophisticated letter switching
P o machine, created by Arthur Scherbius for the
o Georman Army

& @ Cryprologic Bombe
m 1940 - Designed 1o crack the Enigma Machine's
m’ dally settings, created by Alan Turing and

Gordon Welchman

® Data Encryption Standard 56 (DES 56)

1977 - Owgital encryption standard published by
the National Bwreau of Standtards
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Encryption/Decryption Process

Key Key
(Optional) (Optional)

- -

Plaintext Encryptio> Ciphertext Decryptio> lg)lzlliltlel:ilt




Symmetric vs. Asymmetric

| |

. - . : Original
E t D t
Plaintext nceryp 101> Ciphertext ceryp 1on> Plaintext
(a) Symmetric Cryptosystem
Encryption Decryption
Key Key

Plaintext Encryption Ciphertext Decryption Original
Plaintext

(b) Asymmetric Cryptosystem

From Security in Computing, Fifth Edition, by Charles P. Pfleeger, et al. (ISBN: 9780134085043). Copyright 2015 by Pearson Education, Inc. All rights reserved.



Stream Ciphers

Key
(Optional)

v

...ISSOPMI wdhuw. ..

DD Plaintext > [ Encryption ] [”:l Ciphertext >




Block Ciphers

Key
(Optional)

.. XN OI TP ES | |

Plaintext > [ IH ] Ciphertext
Encryption

\/

po
ba
qc
kd
em
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Diffusion

* The idea of diffusion is to hide the relationship between
the ciphertext and the plaintext.

* In diffusion, the statistical structure of the plaintext is
dissipated into long range statistics of the ciphertext.

« Each plaintext digit affects the value of many ciphertext
digits

‘ Note l

Diffusion hides the relationship between the ciphertext
and the plaintext.

=
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Confusion
« The idea of confusion is to hide the relationship
between the ciphertext and the key.

« Confusion seeks to make the relationship between the
statistics of ciphertext and the value of the encryption
key as complex as possible.

| Note I

Confusion hides the relationship between the
ciphertext and the key.




Stream vs. Block

Stream Block
Advantages e Speed of e High diffusion
transformation e Immunity to
e Low error insertion of
propagation symbol
Disadvantages e Low diffusion e Slowness of
e Susceptibility to encryption
malicious e Padding
insertions and e Error
modifications propagation
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DES: The Data Encryption Standard

- Symmetric block cipher

- Developed in 1976 by IBM for the US National Institute of Standards and
Technology (NIST)

Form Operation Properties Strength

DES Encrypt with one key 56-bit key Inadequate for high-
security applications by
today’s computing
capabilities

Double DES Encrypt with first key; Two 56-bit keys Only doubles strength of

then encrypt result with
second key

56-bit key version

Two-key triple
DES

Encrypt with first key,
then encrypt (or decrypt)
result with second key,
then encrypt result with
first key (E-D-E)

Two 56-bit keys

Gives strength equivalent
to about 80-bit key (about
16 million times as strong
as 56-bit version)

Three-key
triple DES

Encrypt with first key,
then encrypt or decrypt
result with second key,
then encrypt result with
third key (E-E-E)

Three 56-bit keys

Gives strength equivalent
to about 112-bit key
about 72 quintillion
(72+1015) times as strong
as 56-bit version
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DES is a block cipher, as shown in Figure.

Figure Encryption and decryption with DES

64-bit plaintext 64-bit plaintext
= 5
= DES : DES =,
E cipher 56it key reverse cipher ?
= o
S5 A

64-bit ciphertext 64-bit ciphertext



P 7 riple DES

Figure Triple DES with two keys

P | 64-bit plaintext P | 64-bit plaintext
X
ppi— —— ' i e '
| DES A N DES |
: cipher | ! : reverse cipher |
I I
5! B
= | DES g DES | =
= : reverse cipher | 2 : cipher | 3
~ ' | | =
| : ' :
I I
. S TN T :
| | | reverse cipher :
I I

C | 64-bit ciphertext C | 64-bit ciphertext




Figure General structure of DES

64-bit plaintext

A 4
Initial permutation I
K,
Round | F 48-bit
I
K,
Round 2 -
48-bit 56-bit cipher key
K6
Round 16 |< A8-bit
Final permutation I

A 4
64-bit ciphertext



‘]. Initial and Final Permutations

Figure Initial and final permutation steps in DES

1 2 8 25 40 58 64
oo e L oo e L L N ] L L N ] * LR
Initial
Permutation
eee T eee T eee T csece T eeoe
1 2 8 25 40 58 64
1 2 8 25 40 58 64
oo e L oo e L LN L oo e i oo
Final
Permutation
LN N ] T o e T LN N ] T oo T LN N J
1 2 8 25 40 58 64



. Continue
L

Table Initial and final permutation tables

Initial Permutation Final Permutation

58 50 42 34 26 18 10 02 40 08 48 16 56 24 64 32
60 52 44 36 28 20 12 04 39 07 47 15 55 23 63 31
62 54 46 38 30 22 14 06 38 06 46 14 54 22 62 30
64 56 48 40 32 24 16 08 37 05 45 13 53 21 61 29
57 49 41 33 25 17 09 01 36 04 44 12 52 20 60 28
59 51 43 35 27 19 11 03 35 03 43 11 51 19 59 27
61 53 45 37 29 21 13 05 34 02 42 10 50 18 58 26
63 55 47 39 31 23 15 07 33 01 41 09 49 17 57 25
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I Rounds
DES uses 16 rounds. Each round of DES is a Feistel cipher.

32 bits 32 bits

Figure
A round in DES
(encryption site)

32 bits 32 bits



 Continued

. DES Function

The heart of DES is the DES function. The DES function applies a 48-bit
key to the rightmost 32 bits to produce a 32-bit output.

=

S (Ry 1, Kyp) I|n

i 32 bits

. Expansion P-box

DES function 48 bits

XOR é<

48 bits

S-Boxes
32 bits

Straight P-box
32 bits

K, (48 bits)

—

Out
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Expansion P-box

Since R;_; is a 32-bit input and K; is a 48-bit key, we first need to expand
R;_; to 48 bits.

Figure Expansion permutation

— From bit 32 o From bit 1 —
32-bit input
I I I I \I |/ I I I \I II I I I \I ll I I I \I II I I I \I ll I I I \I I I I I \| |I I I I I
(vivivv|v|v] [v]Vv|v|¥v|Vv|Vv]| [V[V|V|VY|V|V] [V]|V|Y|V|V¥Y|V]| [V[V|[VY[V|VY|V] [Y]Y|VY|V|V|Vv]| [Y[¥Y[V[V]¥Y|V] |[Y]Y]|V|V|V]|V]

48-bit output
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Although the relationship between the input and output can be defined

mathematically, DES uses Table 6.2 to define this P-box.

Table Expansion P-box table

32 01 02 03 04 05
04 05 06 07 08 09
08 09 10 11 12 13
12 13 14 15 16 17
16 17 18 19 20 21
20 21 22 23 24 25
24 25 26 27 28 29
28 29 31 31 32 01
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C

1

Whitener (XOR)

After the expansion permutation, DES uses the XOR operation on the
expanded right section and the round key. Note that both the right section

and the key are 48-bits in length. Also note that the round key is used only
in this operation.
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S-Boxes
The S-boxes do the real mixing (confusion). DES uses 8 S-boxes, each with
a 6-bit input and a 4-bit output. See Figure 6.7.

Figure 6.7 S-boxes

48-bit 1nput
Array of S-Boxes

32—b1t output




Figure 6.8 S-box rule

bit1l bit2 bit3 bit4
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Table 6.3 shows the permutation for S-box 1. For the rest of the boxes see
the textbook.

Table 6.3 S-box 1

0 / 2 3 4 S5 9] 7 8 9 10 11 12 13 14 15
O 14 04 13 01 02 I5 11 08 03 10 06 12 05 09 00 07
/ 00 15 07 04 14 02 13 10 03 06 12 11 09 05 03 08
2 04 Ol 14 08 13 06 02 11 15 12 09 07 03 10 05 00
3 15 12 03 02 04 09 01 07 05 11 03 14 10 00 06 13




. Example 6.3

The input to S-box 1 1s 100011. What is the output?

=

Solution

If we write the first and the sixth bits together, we get 11 in binary, which is 3 in
decimal. The remaining bits are 0001 in binary, which is 1 in decimal. We look for the
value in row 3, column 1, in Table 6.3 (S-box 1). The result is 12 in decimal, which in
binary is 1100. So the input 100011 yields the output 1100.



. Example 6.4

The input to S-box 8 1s 000000. What is the output?

=

Solution

If we write the first and the sixth bits together, we get 00 in binary, which is 0 in
decimal. The remaining bits are 0000 in binary, which is 0 in decimal. We look for the
value in row 0, column 0, in Table 6.10 (S-box 8). The result is 13 in decimal, which is
1101 in binary. So the input 000000 yields the output 1101.



. Comtinue

Straight Permutation

Table 6.11 Straight permutation table

16 07 20 21 29 12 28 17
01 15 23 26 05 18 31 10
02 08 24 14 32 27 03 09
19 13 30 06 22 11 04 25




" Cipher and Reverse Cipher
L

Using mixers and swappers, we can create the cipher and reverse cipher,
each having 16 rounds.

5

First Approach
To achieve this goal, one approach is to make the last round (round 16)

different from the others; it has only a mixer and no swapper.

‘ Note I

In the first approach, there is no swapper in the last round.
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. Figure DES cipher and reverse cipher for the first approach

64-bit plaintext 64-bit plaintext
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v
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. 6.2.3 Continued
L

Alternative Approach

=

We can make all 16 rounds the same by including one swapper to the 16th

round and add an extra swapper after that (two swappers cancel the effect of
each other).

Key Generation

The round-key generator creates sixteen 48-bit keys out of a 56-bit cipher
key.



Key with
parity bits
‘L (64 bits)

\ Parity drop /

Shifting Cipher key (56 bits)
Rounds Shift :
1.2,9, 16| one bit 28 bits 28 bits
Others two bits - Y .\ :
| Shift left I I Shift left

28 bits 28 bits
v ¥

Compression
; P-box
48 bits

Round key 1 «
| Shift left | Shift left I

28 bits¢ ¢28 bits

Compression
2 B P-box /
Round key 2 iS bits

Figure 6.10

Key generation

Round-Key Generator

Shift left Shift left

28 bits 28 bits
v A 4

Compression
: N P-box /
Round key 16 ig bit
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Table 6.12 Parity-bit drop table

57 49 41 33 25 17 09 01
58 50 42 34 26 18 10 02
59 51 43 35 27 19 11 03
60 52 44 36 63 55 47 39
31 23 15 07 62 54 46 38
30 22 14 06 61 53 45 37
29 21 13 05 28 20 12 04

Table 6.13 Number of bits shifts

Round 1 2 3 -+ 5 6 7 8 9 10 11 12 13 14 15 16
Bit shifts 1 1 2 2 2 2 2 2 1 2 2 2 2 2 2 1




 Continued
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Table 6.14 Key-compression table

14 17 11 24 0l 05 03 28
15 06 21 10 23 19 12 04
26 08 16 07 27 20 13 02
41 52 31 37 47 55 30 40
51 45 33 48 44 49 39 56
34 53 46 42 50 36 29 32




. Example 6.5

We choose a random plaintext block and a random key, and determine what the
ciphertext block would be (all in hexadecimal):

Plaintext: 123456 ABCD 132536 Key: AABB09182736CCDD
CipherText: COB7AS8DO5SF3A829C

Table 6.15 Trace of data for Example 6.5

Plaintext: 123456 ABCD132536

After initial permutation:14A7D67818CA18AD
After splitting: Ly=14A7D678 R)y=18CA18AD

Round Left Righr Round Key

Round 1 18CAT18AD S5A78E394 194CDO72DESC
Round 2 5A78E394 AdAT210F6 4568581 ABCCE
Round 3 A4A1210F6 B8089591 O6EDA4AACELBS
Round 4 B8089591 236779C2 DA2D0O32B6EES




. Example 6.5 Continued

Table 6.15 Trace of data for Example 6.5 (Conintued

Round 5 236779C2 A15A4AB8Y 69A629FEC913
Round 6 A15A4B87/ 2EB8F9C65 Cl948E87475E
Round 7 2EBF9C65 A9OFC20A3 708AD2DDB3CO
Round 8 A9FC20A3 308BEEY97 34F822F0C66D
Round 9 308BEE97 10AF9OD37 84BB4473DCCC
Round 10 10AF9D3Y 6CA6CB20 02765708B5BF
Round 117 6CAGCB20 FF3C485F 6D5560AF /CAD
Round 12 FF3C485F 22A5963B C2ClE96A4BF3
Round 13 22A5963B 387 CCDAA 99C31397C91F
Round 14 387 CCDAA BD2DD2ARB 251B8BC717DO0
Round 15 BD2DD2ARB CF26B472 3330C5D9A36D
Round 16 19BA9212 CF26B472 181ChbD75C66D
After combination: 19BA9212CF26B472

Ciphertext: COB7A8D0O5SF3A829C (after final permutation)




. Example 6.6

Let us see how Bob, at the destination, can decipher the ciphertext received from Alice
using the same key. Table 6.16 shows some interesting points.

Ciphertext: COB7A8D0O5SF3A829C

After initial permutation: 19BA9212CF26B472
After splitting: Lop=19BA9212 Ry=CF26B472

Round Left Right Round Key

Round 1 Cr26B472 BD2DD2ARB 181C5D75C66D
Round 2 BD2DD2AB 387CCDAA 3330Ch5D9A36D
Round 15 S5AT8E394 18CAL18AD 4568581ABCCE
Round 16 14A7D678 18CA18AD 194CDO0O72DES8SC

After combination: 14A7D67818CA18AD
Plaintext: 123456 ABCD 132536 (after final permutation)
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Strength of DES — Key Size

- 56-bit keys have 2% = 7.2 x 106 values
- brute force search looks hard

- recent advances have shown is possible

- in 1997 on Internet in a few months
- in 1998 on dedicated h/w (EFF) in a few days
- in 1999 above combined in 22hrs!

- still must be able to recognize plaintext
- now considering alternatives to DES
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Strength of DES — Timing Attacks

- attacks actual implementation of cipher

- use knowledge of consequences of implementation to derive knowledge of
some/all subkey bits

- specifically use fact that calculations can take varying times depending on
the value of the inputs to it

- particularly problematic on smartcards
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Strength of DES — Analytic Attacks

- now have several analytic attacks on DES

- these utilise some deep structure of the cipher

- by gathering information about encryptions
- can eventually recover some/all of the sub-key bits
- if necessary then exhaustively search for the rest

- generally these are statistical attacks

-include
- differential cryptanalysis 4
- linear cryptanalysis g
- related key attacks ~



I

B DES Weaknesses

During the last few years critics have found some weaknesses in DES.

Weaknesses in Cipher Design
1. Weaknesses in S-boxes

2. Weaknesses in P-boxes

3. Weaknesses in Key

Table 6.18 Weak keys

Kevys before parities drop (64 bits) Actual key (56 bits)
0101 0101 0101 0101 0000000 0000000
1F1F 1F1F OEOE OEOE 0000000 FFFFFFF
EOEO EOEO F1F1 F1F1 FFFFFFF 0000000
FEFE FEFE FEFE FEFE FFFFFFF FFEFFFEPFFE




. Example 6.8

Let us try the first weak key in Table 6.18 to encrypt a block two times. After two
encryptions

with the same key the original plaintext block is created. Note that we have used the
encryption algorithm two times, not one encryption followed by another decryption.

Key: Ox0101010101010101
Plaintext: Ox/23456788765432 1 Ciphertext: Ox814FE938589154F7

Key: Ox0101010101010101
Plaintext: Ox814FE938589154F7 Ciphertext: Ox1234567887654321



. Continued

Figure 6.11 Double encryption and decryption with a weak key

P 64-bit text C 64-bit text
DES . DES
cipher inverse cipher

——— A weak key

DES

inverse cipher

DES
cipher

P 64-bit text C 64-bit text




 Continued

Table 6.19 Semi-weak kevs

First key in the pair

Second key in the pair

O1FE O1FE O1FE O1FE FEOT FEO1T FEO1T FEOL
1FEO 1FEO OEF1 OEF1 EO1lF EO1F F10E F10E
O1EO0 O1E1l O1F1 O1F1 EOO1 EOO1 F101 F101
1FFE 1FFE OEFE OEFE FE1F FE1F FEOE FEOE
O11r O11F O10E O1O0E 101 1101 OEOL1L OEOL
EOFE EOFE FI1FE FI1FE FEEO FEEO FEF1l FEFI1




Round key 1
Round key 2
Round key 3
Round key 4
Round key 5
Round key 6
Round key 7
Round key &
Round key 9
Round key 10
Round key 11
Round key 12
Round key 13
Round key 14
Round key 15
Round key 16

9153E54319BD
6EACI1ABCEG42
6EACI1ABCEGA2
6EACIABCEGB42
6EACLABCE®642
6EAC1ABCEG642
6EAC1ABCEG642
GEAC1ABCEG42
9153E54319BD
9153E54319BD
9153E54319BD
9153E54319BD
9153E54319BD
9153E54319BD
9153E54319BD
6EAC1IABCEG642

. 6.3.3 Continued
L

6EAC1ABCEG42
9153E54319BD
9153E54319BD
9153E54319BD
9153E54319BD
9153E54319BD
9153E54319BD
9153E54319BD
6EAC1ABCEG42
6EAC1IABCEG642
6EACLIABCE642
6EACLABCE642
6EAC1ABCEG642
6EAC1ABCEG42
6EACI1ABCEGA2
9153E54319BD



Figure 6.12 A pair of semi-weak keys in encryption and decryption

P 64-bit text

!

DES
cipher

DES
cipher

P 64-bit text

A pair of
semi-weak keys



. Example 6.9

What 1s the probability of randomly selecting a weak, a semi-weak, or a possible weak
key?

=

Solution

DES has a key domain of 2°°, The total number of the above keys are 64 (4 + 12 + 48).
The probability of choosing one of these keys is 8.8 x 10716, almost impossible.
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B Continued

Key Complement In the key domain (256), definitely half of the keys are comple-
menr of the other half. A key complement can be made by inverting (changing O to 1 or
1 to 0) each bit in the key. Does a key complement simplify the job of the cryptanalysis?
It happens that it does. Eve can use only half of the possible keys (2°°) to perform
brute-force attack. This is because

In other words, if we encrypt the complement of plaintext with the complement of
the key, we get the complement of the ciphertext. Eve does not have to test all 276 pPoOs-
sible keys. she can test only half of them and then complement the result.



AES: Advanced Encryption System

- Symmetric block cipher

- Developed in 1999 by independent Dutch
cryptographers

- Still in common use

WHAT IS A BIT? HOW LONG WOULD IT TAKE
e S e e s O RO A N ST

Oorl Encrn,)n-nﬂ keys rely on the KEY OF 256 BIT (VIA BRUTE
f;gﬁ-'rl\la)m«a unction of bit lgngth tor FORCE) ASSUMING:

POSSIBLE « 7 battion pecpie on the planet
COMBINATIONS » Every person on the planet owns 10 computers
= Each compiter can test 1 billion combinations
per second
IT WOULD ONLY TAKE THE EARTH'S
POPULATION
77.000,000,000,000,000,000,000,000
YEARS TO CRACK 1Tt

HOW CAN I KEEP MYSELF SAFE?

WHILE NOTHING IS 100% GUARANTEED, THERE ARE

MANY STEPS WHEN SELECTING A PASSWORD TO STAY SAFE
© Make sure all passwords are different

©) The more characters used the better

© Use numbers, symbols and mixed-case letters:

© Do not use any common words or dates

Repeat
2 Times

BYIE

1. Byte Sub

2. Shift Row

3. Mix
Columns

4. Add Round
Key



DES vs. AES

DES AES
Date designed 1976 1999
Block size 64 bits 128 bits

Key length 56 bits (effective length); up to 112 128, 192, 256 (and possibly more)
bits with multiple keys bits

Operations 16 rounds 10, 12, 14 (depending on key

length); can be increased

Encryption Substitution, permutation Substitution, shift, bit mixing

primitives

Cryptographic Confusion, diffusion Confusion, diffusion

primitives

Design Open Open

Design rationale Closed Open

Selection process Secret Secret, but open public comments

and criticisms invited

Source

IBM, enhanced by NSA

Independent Dutch cryptographers
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Public Key (Asymmetric) Cryptography

- Instead of two users sharing one secret key, each user
has two keys: one public and one private

-Messages encrypted using the user’s public key can only
be decrypted using the user’s private key, and vice versa
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Secret Key vs. Public Key Encryption

Secret Key (Symmetric) Public Key (Asymmetric)
Number of 1 2
keys
Key size 56-112 (DES), 128-256 (AES) Unlimited; typically no less than 256;
(bits) 1000 to 2000 currently considered
desirable for most uses
Protection of | Must be kept secret One key must be kept secret; the
key other can be freely exposed
Best uses Cryptographic workhorse. Secrecy and Key exchange, authentication,
integrity of data, from single characters signing
to blocks of data, messages and files
Key Must be out-of-band Public key can be used to distribute
distribution other keys
Speed Fast Slow, typically by a factor of up to
10,000 times slower than symmetric
algorithms

From Security in Computing, Fifth Edition, by Charles P. Pfleeger, et al. (ISBN: 9780134085043). Copyright 2015 by Pearson Education, Inc. All rights reserved.
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Public-Key Cryptography

- probably most significant advance in the 3000 year history of cryptography
- uses two keys — a public & a private key

- asymmetric since parties are not equal

- uses clever application of number theoretic concepts to function

- complements rather than replaces private key crypto
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Public-Key Cryptography

- public-key/two-key/asymmetric cryptography involves
the use of two keys:

- a public-key, which may be known by anybody, and can be
used to encrypt messages, and verify signatures

- a private-key, known only to the recipient, used to decrypt
messages, and sign (create) signatures

-Is asymmetric because

- those who encrypt messages or verify signatures cannot
decrypt messages or create signatures



Public-Key Cryptography

Bobs's
public key

ring
Ted i
Alice

Alice’s public Alice 's private

Key Kkey
Transmitted
ciphertext
Plaintext . . . . . Plaintext
" Encryption algorithm Decryption algorithm
mput o output
(e.g.. RSA)

(reverse of encryption
algorithm)
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| Keys
Asymmetric key cryptography uses two separate keys: one
private and one public.

=

Figure Locking and unlocking in asymmetric-key cryptosystem

Bob’s
private key

Bob’s
public key

I‘ | The public key locks; the private key unlocks. I

3=
A Communication direction
Encryption Decryption
algorithm algorithm
Alice Bob
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. General Idea

Fionure General idea of asvmmetrvic-kev crvntosvstem

Bob
.
To public —
_t _ I _ _T _____________________ Key-generation
Alice ] Public-key distribution procedure
& : channel
e I
I
v
Public key ? i Private key
. :
—{Encrypiion |l [l > {Deenvpion | ]
Plaintext Ciphertext Insecure channel Ciphertext Plaintext
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Why Public-Key Cryptography?

- developed to address two key issues:

- key distribution — how to have secure communications in
general without having to trust a KDC with your key

- digital signatures — how to verify a message comes intact from
the claimed sender

- public invention due to Whitfield Diffie & Martin Hellman at
Stanford Uni in 1976

- known earlier in classified community
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Public-Key Characteristics

- Public-Key algorithms rely on two keys with the characteristics
that it is:

- computationally infeasible to find decryption key knowing only
algorithm & encryption key

- computationally easy to en/decrypt messages when the relevant
(en/decrypt) key is known

- either of the two related keys can be used for encryption, with
the other used for decryption (in some schemes)
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Public-Key Cryptosystems

Source A Destination B
— — A —
essage Z Decryption Decryption
Source Algorithm Algorithm

A

KUy, KRy

KR, KUqg
Key Pair
Source

Figure 9.4 Public-Key Cryptosystem: Secrecy and Authentication
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Public-Key Applications

- can classify uses into 3 categories:
- encryption/decryption (provide secrecy)
- digital signatures (provide authentication)
- key exchange (of session keys)

- some algorithms are suitable for all uses, others are specific to
one
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Public Key to Exchange Secret Keys

Bill, give me your public key >

< Here is my key, Amy

Here 1s a symmetric key we can u[s>

From Security in Computing, Fifth Edition, by Charles P. Pfleeger, et al. (ISBN: 9780134085043). Copyright 2015 by Pearson Education, Inc. All rights reserved.



Key Exchange Man in the Middle

Bill, give me
your public key
[ No, give it to me>
<Here is my key, Amy | @

<Here is the middle’s key |
@ | Here is the symmetric key>
| Here is another symmetric key>




Agree upon two numbers:

P Prime Number 13
G Generatorof P 6

[ Randomly generate a Private Key ]

Calculate Public Key:

hange Public Keys

7 Exc

Calculate the Shared Secret
~ (Shared public~Privatey wop p

PracTICAL NETWORKING .NET

From Security in Computing, Fifth Edition, by Charles P. Pfleeger, et al. (ISBN: 9780134085043). Copyright 2015 by Pearson Education, Inc. All rights reserved.
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. Man-in-the-middle attack

Alice
8

P S Sk e

Alice-Eve Key Eve-Bob Key

K;=g2"mod p K; =g% mod p



I
L

Figure Station-to-station key agreement method

K 6 Encrypted with session key

The values of
p and g are public.

Alice

First

£

message

Second
message

K
<-—| R, Bob’s certificate 4 Sigpa, (Alice | Ry | R5)

Signed by Bob’s private key

K
mzlsl;g(;e Alice’s certificate }—ﬁ‘ Sigajice (Bob | Ry | R5)

Signed by Alice’s private key

Y

Shared Secret Key

,,,,,,, R

K=g%modp




Error Detecting Codes

- Demonstrates that a block of data has been modified

- Simple error detecting codes:
- Parity checks
- Cyclic redundancy checks
- Cryptographic error detecting codes:
- One-way hash functions
- Cryptographic checksums
- Digital signatures

Original Data

Parity Bit

Modified Data

Modification

Detected?
00000000 1 00000001 |ves
00000000 1 10000000 |ves
00000000 1 10000001 |No
00000000 1 00000011 |No
00000000 T 00000111 |ves
00000000 1 00001111 ]|No
00000000 3 01010101 |No
00000000 1 11111111][No

Parity Check




One-Way Hash Function

Hash

W

Message
digest

Digital Signature

Mark only
the sender
can make

Mark fixed
to
document

YL

Authentic

Unforgeable

Submitted To
2 P!

Certificate Signing

Certificate
Request (CSR) Authority (CA)
Issues
Key Pair
. Protected A To Chient 4\
< Private :
e
o Stor 0 X.509 Certificate
Key Store
Public
Key




Certificates: Trustable Identities and Public Keys

- A certificate is a public key and an
identity bound together and signed by
a certificate authority.

- A certificate authority is an authority
that users trust to accurately verify
identities before generating
certificates that bind those identities
to keys.

Data

@oencrsva |

Data

Encrypt

Generate
Pandom
Key

mO| TiakvAQkCu2u
/ Random Key

Encrypted Key

Decrypt

Encrypted Message

( @reacrsva |

Encrypted Key

oma S
\ /

Decrypt data
using key




Certificate Signing and Hierarchy

To create Diana’s certificate:
Diana creates and delivers to Edward:

To create Delwyn’s certificate:

Delwyn creates and delivers to Diana:

Name: Diana Name: Delwyn
Position: Division Manager Position: Dept Manager
Public key: 17EF83CA ... Public key: 3AB3882C ...
Edward adds: Diana adds:
Name: Diana hash value Name: Delwyn hash value
Position: Division Manager | 128C4 Position: Dept Manager 48CFA
Public key: 17EF83CA ... Public key: 3AB3882C ...
Edward signs with his private key: Diana signs with her private key:
Name: Diana hash value Name: Delwyn hash value
Position: Division Manager | 128C4 Position: Dept Manager 48CFA
Public key: 17EF83CA ... Public key: 3AB3882C ...
Which is Diana’s certificate. And appends her certificate:
Name: Delwyn hash value
Position: Dept Manager 48CFA
Public key: 3AB3882C ...
Name: Diana hash value
Position: Division Manager | 128C4
Public key: 17EF83CA ...

Which is Delwyn’s certificate.

Diana’s certificate is made using Edward’s signature.
Delwyn’s certificate includes Diana’s certificate so that it
can effectively be tied back to Edward, creating a chain of
trust.

certificate
request
{CSR)

cortificate
[usable with CSR's
private key)

holds provate koy
asocated to CSR

3 Web Server
comtificate + private key (Apache/Ngnx/Others)
Webimaster

sands publc centificate
f 4 =, wenfies comificate authenticity

| v¥ng ox
End usee/chent f % o

if tha contificatn o valid, the hardshake gows cn
and a thared secret is established batween the server
and the chent

HTTPS helps greatly in reducing the information leaked to third
parties. However, it does not prevent tracking. Modern browser
fingerprinting techniques work even behind HTTPS. Security
researchers have developed a browser extension called HTTPS
Everywhere that attempts to use HTTPS whenever possible
and at the same time mitigate the use of fingerprinting
techniques.



Cryptographic Tool Summary

Tool Uses

Secret key (symmetric) Protecting confidentiality and integrity of data at rest or in transit
encryption

Public key (asymmetric) Exchanging (symmetric) encryption keys

encryption Signing data to show authenticity and proof of origin

Error detection codes Detect changes in data

Hash codes and Detect changes in data

functions (forms of error
detection codes)

Cryptographic hash Detect changes in data, using a function that only the data owner

functions can compute (so an outsider cannot change both data and the
hash code result to conceal the fact of the change)

Error correction codes Detect and repair errors in data

Digital signatures Attest to the authenticity of data

Digital certificates Allow parties to exchange cryptographic keys with confidence of

the identities of both parties




What happens with URLSs"

GET http./erample wom HWE/LL

e ey,

o

4 Server it oo

serwer arvors

43.184.216.34

T X=x3
" e d LTI Seaiahd
oo™ tolKenizer e HTL

Tree. Documen®t
______ > 7 HTML+CSS+3S
Browser Engine.

p ,
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Summary

- Encryption helps prevent attackers from revealing, modifying, or fabricating
messages

- Symmetric and asymmetric encryption have complementary strengths and
weaknesses

- Certificates bind identities to digital signatures



